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Informal Trust Ledger (ITL): A Mobile-
Native Reputation & Coordination
Protocol

A DPI-Compatible Protocol Specification for the African Informal Economy

Version: 0.3 (Deployment-Ready Specification) Target: Smart Africa Alliance, AfCFTA Secretariat, African
Civic-Tech Ecosystem Architectural Status: Open Standard — Forkable

Executive Summary (30 seconds)

The Informal Trust Ledger (ITL) is a mobile-native protocol that allows informal economic actors to build
verifiable reputations without requiring formal registration, bank accounts, or smartphones. It operates as a
Layer 2 Reputation Oracle—sitting alongside existing mobile money infrastructure without processing
financial transactions or holding currency.

It enables:

» Trust — measurable (via zero-knowledge reputation proofs)
« Coordination - scalable (via USSD and offline mesh synchronization)

 Policy - adaptive (via localized diagnostic telemetry)

The result is a missing layer in African Digital Public Infrastructure (DPI): Formalizing trust without

formalizing actors.

1. The Structural Deficit: The Formalization Friction

The African meta-region possesses the most dynamic, highly adaptable economic network in the world: the
informal economy, which accounts for approximately 80% of continental employment. It operates with
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immense localized efficiency, running entirely on community trust, peer-to-peer reputation, and localized
credit through structures such as Village Savings and Loan Associations (VSLAs) , chamas, and cross-
border trader networks.

However, current Digital Public Infrastructure (DPI) initiatives often suffer from a structural mismatch.
Designed around legacy models of state-building, they attempt to force informal actors into rigid
"formalization" (mandatory tax IDs, centralized banking, corporate registration) as a prerequisite for digital
coordination. This creates severe adoption friction and evasion.

Example: A cross-border trader operating between Kenya and Uganda may have years of reliable trading
history through the Busia corridor, yet remains "invisible" to formal credit systems and trade facilitation
mechanisms. To access these systems, they must abandon their existing trust network and enter a rigid

formal framework—creating a rational incentive to remain informal.

The missing architectural layer is a protocol that formalizes trust without prematurely formalizing the
actor. The Informal Trust Ledger (ITL) provides this layer. It is a verifiable, mobile-native coordination
protocol that allows informal actors to build cryptographic reputational capital beneath the threshold of
formal banking and taxation systems.

2. Anchoring in African Institutional Frameworks

The ITL is designed as a native African DPI architecture, built specifically for the continent's realities and
anchored in existing continental frameworks:

» African Union Constitutive Act (Article 3): The protocol advances economic integration and
continental unity through enhanced coordination of informal cross-border trade.

» Agenda 2063 (Aspiration 1): The ITL operationalizes "a prosperous Africa based on inclusive growth
and sustainable development" by digitizing trust infrastructure for the majority of African economic
actors.

« AfCFTA Implementation Framework: The protocol directly addresses the foundational challenge of
informal trade integration—a barrier explicitly recognized in the AfCFTA's implementation roadmap.

« Smart Africa Digital Transformation Agenda: The ITL aligns with the Smart Africa mandate to build
interoperable, inclusive DPI that serves the unconnected.

No European import. This architecture emerges from African economic realities and is designed for African
institutional ecosystems.
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3. Protocol Architecture

To survive the physical and digital realities of the African continent, the ITL is engineered around three
cybernetic principles:

3.1. The Base Layer: USSD-Native and Offline-First

The protocol's actuation layer is designed to operate seamlessly on basic feature phones—the predominant
connectivity layer across African informal economies.

Component Specification

USSD Core transaction signing, reputation staking, and ledger queries executable via USSD
Interfaces shortcodes, ensuring inclusion for unbanked and unconnected populations

Mesh Localized ledgers synchronize peer-to-peer via Bluetooth/NFC in offline environments,
Resilience updating the wider network only when a node reaches cellular coverage

Edge Node Network nodes correspond to existing trust-bearing institutions: cross-border market
Definition associations (e.g., Busia Cross-Border Traders Association), agricultural cooperatives,

VSLAs/chamas, and mobile money agent networks

3.2. The Privacy Layer: Zero-Knowledge Reputational Staking (ZKRS)

Informal actors often resist digital registries due to valid fears of predatory taxation or state confiscation.
The ITL solves this through cryptographic data sovereignty.

Implementation note: ZKRS can be deployed incrementally, beginning with simplified reputation scoring

mechanisms before advancing to full zero-knowledge proofs as infrastructure matures.

How it works (Technical Sequence):

Transaction Event

- Both parties attest to completion via USSD

|
|
- Node A (supplier) and Node B (buyer) complete a trade |
|
|

| Cryptographic Hash Generation
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- Event timestamp, parties (anonymized), transaction value, satisfaction

- Hash stored locally on both devices

|
- Hashed using BLAKE3 (low-energy, mobile-optimized) |
|
|

Reputation Accumulation (Local)

- Raw transaction history never leaves local storage
- Score is mathematically derived from hash chain

|
- Node A's cumulative reputation score increments |
|

ZK Proof Generation (User-Initiated)

- Node A generates a Zero-Knowledge Proof: "My reputation score > X"

- Proof contains: score threshold, cryptographic validity proof

- Proof does NOT contain: transaction partners, values, timing, identities

Third-Party Verification

- Micro-lender, customs authority, or supplier receives ZK proof
- System verifies proof without accessing underlying data

- Access decision made (loan approval, fast-track clearance)

Result: The actor gains access to liquidity and trade facilitation while retaining absolute data sovereignty.
The center receives proof—never raw data.

3.3. The Diagnostic Layer: Aggregation via the Global Subsidiarity Index (GSI)

While individual data remains cryptographically sealed at the edge, the ITL generates anonymized, macro-
level telemetry on localized economic velocity and network resilience.

- Data Aggregation: Edge nodes produce aggregate metrics—transaction volume per corridor, reputation
score distributions, network density—without exposing individual records.

» GSI Integration: The Global Subsidiarity Index translates this telemetry into a dynamic routing map for
policymakers (AfCFTA Secretariat, Regional Economic Communities).
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» Subsidiarity Diagnosis: The GSI mathematically identifies which trade regulations must be harmonized
at the continental level, which require coordination at the REC level, and which must remain localized to
preserve informal market resilience.

Example Output: The GSI identifies the Busia corridor as a high-density, high-reputation network requiring
streamlined cross-border procedures, while simultaneously identifying localized agricultural networks
where regulatory autonomy preserves market efficiency. This prevents the Averaging Problem—where
continental rules destroy local economic variety—without abandoning the goal of integration.

4. Mobile Money Interoperability: Strict Separation of Value and
Reputation

The ITL sits alongside existing mobile money infrastructure (M-Pesa, Airtel Money, MTN Mobile Money) as
a Layer 2 Reputation Oracle. This separation is critical for regulatory compliance.

Layer Function Regulatory
Status
Layer 1 (Mobile Value transfer; holds currency; licensed financial service Central bank
Money) regulated
Layer 2 (ITL) Reputation verification; credential issuance; does NOT process Not a financial
financial transactions; does NOT hold currency product

Integration Architecture:

User Interaction Flow

1. Trader initiates transaction via ITL USSD menu
- ITL records reputational event (cryptographically hashed)

2. ITL USSD chains to mobile money USSD menu
- Value transfer occurs via existing M-Pesa/Airtel infrastructure

3. Mobile money settlement confirmation returned to ITL interface
- ITL attaches settlement reference to reputational record
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| - Reputation score updates based on completed settlement

Explicit Boundary Conditions:

« The ITL never initiates value transfer independently

e The ITL never holds user funds

o The ITL never sets exchange rates or pricing

All value remains within regulated mobile money/formal banking channels

This design ensures that the ITL cannot be classified as an unlicensed financial product by central banks in

Kenya, Rwanda, Nigeria, or other jurisdictions.

5. Deployment Model: Triangular Activation Architecture

Deploying a continental protocol requires a localized, high-leverage sandbox. The ITL is designed to be

instantiated through a triangular partnership model, uniting top-down legitimacy, mid-layer developer

capacity, and bottom-up market reality.

Phase 1 Deployment Matrix

Leg

Legitimacy
Anchor

Infrastructure
Builder

Sandbox Host

Role

DPI integration standards; cross-border
digital identity alignment

USSD-deployable prototype; M-Pesa API
integration; local technical capacity

High-density informal trade corridor;
existing trust networks

Success Metrics for Phase 1

The pilot is deemed successful if it achieves:
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Proposed Partner

Smart Africa Alliance; AfCFTA Secretariat

iHub (Kenya), Gearbox (Kenya), or BongoHive
(Zambia)

Busia Cross-Border Traders Association;
Kenya/Uganda customs authorities (observers)



Metric

Reputational
Portability

Infrastructure

Resilience

Diagnostic
Visibility

Institutional
Adoption

Threshold

>30% of pilot traders use ZK proof to secure formal
credit or trade facilitation

99.9% ledger consistency with =50% of transactions
offline or via USSD

GSI generates actionable subsidiarity map without
compromising individual edge data

=1 formal institution (customs authority, micro-lender,
mobile money operator) integrates ITL proofs into

workflows

6. Gender-Inclusive Design

Informal Trust Ledger (ITL) v0.3

Measurement Method

Adoption tracking;
lender/customs integration
logs

Network consistency audits

Telemetry validation; privacy
audit

Integration agreements

Women represent a majority of informal cross-border traders in many African corridors yet face

disproportionate barriers to formal financial services. The ITL design incorporates deliberate gender-

inclusive features:

Design Element

Literacy
accommodation

Privacy by default

Group account
support

Deliberate
onboarding

Dispute resolution

Implementation

USSD menus support icon-based navigation and voice prompts for low-literacy users

ZKRS prevents surveillance that could enable gender-based economic discrimination

Women's savings groups (chama/VSLA) can register as collective reputational entities,

leveraging existing social capital

Pilot design includes gender-balanced user testing and women-focused onboarding

channels

Gender-sensitive arbitration pathways integrated into protocol governance
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7. Privacy & Data Sovereignty Safeguards

The ITL operates under strict data sovereignty principles:

Safeguard Implementation

No central data Cryptographic proofs stored locally; central system never holds raw transaction data
repository

User-controlled Actors decide what to prove (e.g., "l have Level 4 reliability") without revealing who
disclosure they traded with or how much they earned

Jurisdictional data Edge data remains in the country of origin; cross-border proofs carry only aggregated
residency reputation, not raw data

No mandatory Participation is voluntary; formal sector actors can ignore the protocol without
registration penalty

GDPR-equivalent Aligned with African Union Convention on Cyber Security and Personal Data
protections Protection (Malabo Convention)

8. Technical Specifications Summary

Component Specification

Access Layer USSD (GSM 03.38), SMS fallback

Offline Sync Bluetooth 5.0 LE, NFC, local mesh via WiFi Direct

Cryptography BLAKE3 hashing (mobile-optimized); ZK-SNARKs for reputation proofs (incremental

deployment)

Mobile Money API chaining; no value processing; strict Layer 1/Layer 2 separation
Integration
Data Aggregation Differential privacy; anonymized telemetry only; no individual record export
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Component Specification

Governance Distributed Audit Board: Smart Africa + REC representatives + civil society observers

9. Inmediate Next Steps

Timeline Action Lead Partner

Month 1-2 Technical validation workshop; ZKRS incremental deployment Smart Africa, iHub
planning

Month 3-4 USSD prototype development; mobile money API integration Infrastructure Builder

Month 5 Busia corridor stakeholder mapping; VSLA/chama engagement Cross-Border Traders

Association

Month 6- Pilot deployment + metric tracking; gender-balanced user All partners

12 testing

Month 13 Evaluation + scaling blueprint; AfCFTA technical working group AfCFTA Secretariat
integration

10. Risk Mitigation Summary

Risk Mitigation

Central bank classification as financial Strict Layer 1/Layer 2 separation; no value processing; no currency

product holding

Privacy violation / surveillance Zero-knowledge architecture; local data sovereignty; no central
repository

Institutional capture Distributed Audit Board; civil society observers
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Risk Mitigation

Gender exclusion Deliberate design; gender-balanced testing; VSLA/chama support

Regulatory hostility Anchored in AU/AfCFTA frameworks; Smart Africa endorsement
pathway

Pilot caging Algorithmic expansion triggers built into success metrics

This specification represents an open, forkable architectural standard for next-generation African DPI. It
provides a path for African economies to digitize on their own terms—preserving the adaptive intelligence
of informal systems while unlocking new layers of coordination, liquidity, and resilience.
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